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1. Overall Description:
SA3 would like to inform SA2 and CT4 about an issue with TLS termination and inter-PLMN routing and provide SA3's solution recommendation.
According to TS 33.501, clause 13.1, transport security inside one PLMN is based on TLS. For service invocation between different PLMNs, the SEPP needs to terminate TLS in order to modify requests and responses. However, according to TS 29.500, clause 6.1.4.3, the FQDN in the Request URL contains the FQDN of the remote PLMN. With the current agreements in TS 33.501 and TS 29.500, in order to terminate TLS, the SEPP needs to provide a certificate on behalf of the remote PLMN.

"Solution #8: Inter PLMN routing and TLS: Solution Options" in the attached S3-181957 describes three different solution options for the problem. SA3 prefers the option described in 4.3.8.3: "Using local SEPP FQDN in request URL". With this solution option, the request URL would point to the next hop instead of the final target and the real target FQDN used for routing would be carried elsewhere in the message. Hence TLS would work naturally, instead of setting up a separate secure tunnel between NF and SEPP as in option "TLS tunnel or VPN from NF to SEPP", and without the SEPP impersonating a remote PLMN as in option "Bump in the TLS". 


However, solution option "Using local SEPP FQDN in request URL" has impact on SA2 and CT4 specifications, as the URL in the requests point to the next hop and not to the final target and the real target FQDN used for routing would be carried elsewhere in the message. 
2. Actions:

To SA2, CT4 group.

ACTION: 
SA3 asks SA2, CT4 group whether solution option "Using local SEPP FQDN in request URL" is acceptable. If the solution option is acceptable, SA3 asks SA2 and CT4 to implement the necessary changes in their specifications.
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